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U nit e d Stat e s

,"";)

C,i~),, ~

District Court
."j

,

District of Arizona

WARRNT FOR ARRST
UNITED STATES OF AMERICA

v.

MOHAMMAD REZA ALAVI CASE NUMBER: Ó -l - ó 0 l t- IY

To: The Un ¡ted States Marshal
and any Authorized United States.Officer

YOU ARE HEREBYCOIViVANDEDtoarrest '.MOHAMMAD REZA ALAVI'
Naiiè.

and bring him or her forthwith to the nearest riágístrate to answera!n).' .,. . '. .., ,
¡ J Indictmérit I )Information ¡ xl GcimplaintLI ÖrÓfirofCciurt ¡ ,¡ViôlatiPri Ncitice ¡ J P,robation Viblation Påtition

cnarging him or her with Ib",fdescnplionofof..)

expbrted and caused to ge eXPcirted,frorn the, Unitedptates to Iran, 3 KeyMastersoftare; ,
, without having firstobtainådthe required au\norÎza'tiónJrom theSecretar) ofT(easuj"V

in violation of Title ',. 50, " ' 'UnitedStati; Gode,sectiôn(si'1762ahd1705,Exe¡;uti\ì~,OiderNós.12959,

13059aridTitlii39,CòdeofFederal RåøUlatiQns, Part 560 " , , '

Lawrence O.Anderson
, m f IssUìn,9o" ffiC,;"', .

it/V
Signature of Issuing Officer (

United States Miigi$tafåJuage
Titlå'Of lssuingOfficei"

Phoenj~, Arizona, Februarv
Date ana Location

',2007

Bail fixed at $ by

, Si9riNiÙ~of AÚesting'Officèr
-,-,r

. RETURN

"Jhis'N~rrarit was received ai\tÎex~cJtedwiththe arrest of the åbove-named def~ndant at:



. " ,
Based upon the Motioii of 

the United States of America and the accompanying Affdavit
1.6 of Speçial Agenqason R. Canuack, ànd good cause appearing" .

. -, - -: ~:",' "'."-, .:-.::' ,:' ': :'.':, .::: ,':,':: i . - .", -,' _',': ::'-' ""_0';" .... '.' .'. : ". ...:_ ',:

IT is OR;ERED thattle Amended Criminal Complaintiss\led this dilte, including the
i 8 attacJied Amended Statement of 

Probable. Caus(\, the Motion tq Seal andtliê Affdavit6f~pecÍal

, .
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AGEN

UNITED STATES DISTRICT COURT

DISTRICT OF ARZONA

United States of ÁIerica,

,'. Plaintiff,
No: 07-3074M,.l,;,,:,., ...., ',;',' ...;
C,' .,. .'~ '. ~ .. .... "

ÒRDER TO SEAL

(Filed UIider Seal)
v.

Mohamad Reza AlaVi, '
¡ ,. '.', ,.. - "

befendant. '

15

19 ,', " '. .. ..,..'" .
'. Agent Jason R., Canuack, accompanying the Motion to Seal, are hereby seiledi:ntIÌ funher

20
orderofthis CÖun.

21

22

23

24

25

DATED thrs , , G7.., . .,.,
, ~~dayof .,....lfdJ-cl'\~,20~:f

~.~ 'Ó.:'~"".""...'
" .' .','-. .. '.. '.'. ... . """".. ' -, --.' .'". "'" ."....:(, " . j'~¡~A~.', .." :/'. ..,jA..,'"'d. ,....... '_"'L'T"~ ".-'.. .' '. .~cri/l-'.'-'-

nONOKABLE LA W RENCEO. ANDERSON ..
" United States Magistrate Juage
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DANIEL G. KNAUSS
United States Attorney
District of Arizona

DA VlD A. PIMSNER
Assistant U.S. Attorney
Two RenaisSance Square
40 N. Central Avenue, Suite 1200
Phoenix, Arzona 85004-4408
Arizona State Bar No. 007480
Telephone (602)514-7500
davia. oImsner(cusdoi. gOY

UNITED STATES DISTRICT COURT

DISTRCT OF ARZONA

UnitenStat,\'s of Arnerica,

, Plaintiff, ,

No.07-3074M

MOTION TO SEAL.. '.,,.. '.' -".......'-'... ..',;
(Fj,l~d Unqq,Sta)) "

. v,.

Mohammad Reza Alavi,

Defendant.

",..' "', . . ' . '.' ...,
Amençl~d CriirinaiCompl~it1tiss~ed by this, ())Urt0n Mátch8; ~Od7;iriCîVdïiigt1ie ~ti~chéd-

.'".,. ..-_,:"','_.:'_',,:,.......... ..:,:,.:,,_ .., ..,-:'_,:"'.'d_:d ':":'::':'':'::'',':::,,'t':,','',,.,d:,.-::,

Amenged Statementofl)ro1Ji¡\)leGa~stl, for theTeas()ns~tatedjrithe ~ttaclied' Affdavit.
~-.,," ." . .,". '.'''::_'' . , . ..' .,',-, , _: ,,_,' . ..'" ';',_',:,,__,' ,d;,'::.:',_" _"':'_::,::'::':,J.:' ':':':':.::,'.-":;_',,::.,,'",':'/;;

· Unders¡gned~()ùnsGlals()requests thàt the. this Mótión toSeái anâ tlie attached A.ffidavit be

:sealediintil furter otderofthe Court.

. 'RespectWl1YSubirittedthis j;t day ofMarcìi,20Ó7 "

DAN ~Jj G. KNAUSS
Unid States Attomey .
Di,,'dt.Of,fA A~.r,',',.. ""..,".. ",

/ II/!/, . ...
NïD A. PThSNER.

Assistant U.S. Attorney
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AFFIDAVIT

STATE OF ARZONA ~ '3 ~
County of Maricopa

4
Jason R. Camack, being first duly sworn, upon his oath deposes and says;

5
1. That I am a Special Agent with the Federal:Bureau ofInvestigation, assigned to the

6
investigation being conducted in.rlationto Moharrad RezaAJavî.

7
2. That ,on this date l,h" aye sUQmitted an AmehdedStateíientof Probable. Cause in, , , .. . " , ..

8
support ofan AmendedCriminaI c;amplaint t() thisCourtaskiiigJor'tlie iJsúancè ofan årrest

9
warant in .tönneption witl:theinv.~stig~h()n.\Nl1ich IaÌl currêIltly. döridÜ¿tm~?"':"10 '. , ..' .:'" .:, '. ", "..: .,i, "".. ...'....... '.,' .' ..'.'

11 3.. Thatif the AmendedCriminalc0llPl¡iint,inciiidingthe¡lttache~ An,endedStatel1e~t..
ofPtobable Cause, is inage pUQlic a,t ,tl:is,time,Ibélievethat thecontlnuirig iiivestigatioricoiild12 .\ ..'
be tóinptóírsed:

13

14
,4. That the targetoftheiIlyestigation,Mohared llezaAlavi is believedtobeoiit of

the coiintr but he is expectedfo return to the United States.

15

16 '~'.. That if the 1\end~4lriminalCql1~laint,incIUdihgtl~atta~~e?~rne~de~
",Statement qff'roQai:1e Cause\ismagepp15licatt4jstiine; I believe tl:~t it woùld compromise the

17
ability ,oflawen.forpementagents tOtf'fectuiite år arrest.

18,

19

20

21

22

23,

24

25

26,

27

28

6.. Further your affant sayethnot.

" , " .', ,... ' " :',.' ., . 'l.,...
.SU:SCRIBED AND SWQRNtoliefor,enil:.thisf'-ayÙMarcli,2ÖÔ1.

,.,';
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()NlTE15 STATESÐlS,TlHCT COlf'lPL'JlIT....

DISTRICT OF ARIZONA ' ,QCI V

UNITED STATES OF AMERICA

V.

MOlJJÍMMADREZA ALAVI
(Current àddress unkown)
(Ntinê and Addtess of Dife-r/U)

AMENDED
CRiMINAL COMPLAINT

CASE NUMBER: 07~3074M

.. ,,' ,,', " ' , ,": , ' " " " , ' ,,' ,,',',",' __ ',' ,0 ".,; " " , ,".: ,,', ,.-', .::,+,"':";'''',''','::.'''''' ~ --
,I, the undersigne? complainant bein~ duly sworn state the foiiowing is tru and correct to the bëst of my

. 

knowledge and belief. On or between July 18, . 2006, and October 10, 2006, in the District of Arizona and." ,

, els¿wtiere, tle defenpant, MOBAAD, i;ÅVI, knowingly ànd willfu1Ìy eXported and caused Iobe "

',; ,expo*d,from the United States to Iran, 3 w.eyMiister 'söftalè" wHnout having first obtained the required ,. ' , ' ..
atÍthorization fr()m the Secretar of the Tteåsl!.

In violationofTitle 50, United States Cod~, S~()tions I702.and 1705, Executive Order Nos, 12959

and 13059, and TitIe 31, Code ofFederalRegulations, Part 56.0.. ,'".,. ':,'--':"':'.-, ,,:"':.', ,...'.-, -' --".:'.. ' ',. "" ", '-' " --.' ",.., ,-
... "".-. ,',' '" ""',"'-',',:,,. '.'.",'.,', ",:., ,.".'. ""'-"''",' :..",',' '. '. -',..'

I furter. sìatethat I aii a,,speciaIAgent\yitlt)e; Fed,eral IlurealLofJnvestigation ¡tnd that tÌis compláint.,' '.' ':", "", .
iSbásen on 1le following 

facts:

Sei:AttchedAiiifmd~d Statemeìitof ProbablêCatise

cont, ,in., u.e,d,o"n.", t¡e a, tt"a,c.,' hed sheeta~d m." ad~,. a,p".,..Z"Í,; h,' ereof:

ÀYTi-iORlt:EPl1-y:AlJSA DavidA. Pimsii~

~,'\,r
, iies ONo

Jason R, Cammack
Niimtt ,~f ;ce~p.i-ai~Ìit

SWOin t~ before mt and subscribed in myptesence,
'i,.', .. V,\/ _, . ,fT. v:".' .~.-''o.'. , v~,. 'àt 'Phdei1Ìx. ArizoiÚI

Ci6l"änd.St(e , ...."--, / ;'/~~C-t(-~.:' (v¡,dq~t"~'C'i

, \'."';'; ".', sl;gna'fut~:~&rJ,~~ I-~¡-~i '.:0 ffcer

. Date""

Lawrence O. Anderson
,United States Magistrate Judge
'lìàÍnê"& Tltle o'fJúdidal Officer
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AMENDED STATEMENT OF PROBABLE CAUSE

I, Jason R. Cammack, Special Agent with the Federal Bureau ofInvestigation (FBI),

being duly sworn, do depose and state:

1. I am currently assigned to the Phoenix DivIsIonofthe FBI and have been employed

as a Special Agent for 2 Yi years. I .have been assigned to the foreign

counterintelligence squad for the entire 2 Yi years of employment. One of my

investigative responsibilities is technology transfers to foreign goyernipeiits... ',:',"
2. Sii:ce Oçtober, 2006, I have been involved in a tèchnologytransfei investigation

,initiated by tjieEBI involving Mohammad Rèzà Alavi CDÓB June 11,

,.., _h",~ ,~,;:",',f~-.,--,.. ,;:''':~''.'J'~: l(-.'.y:i,i:, \\-:;~ d~..,:;,~ ':.:. '.:,".:" ;~t~"':~~:-: ';".d:.,~.;,d::(:d:::,:':: ::"d,:": ,,;:,:,~"', ,""':', '

Naturálized Citizen formerly residing in PhoeniX, Arzona.

3. I make this affjdavitin support of the Governent's complaint against Mol1ammåd

':,' ,"""
'Alavi for. ,a violation of Title 50" (Jnited$tates Code, Sections 1701~1705,the

International Emyrgency Economic Powers Act (JEEP A).

.,' . '""
4. UI1der ,the internationalEmergency ECQnomic Powers Act 

("IEEPÅ"), Title 50,

, United States Code,Sections.I 701-1705,th~President of the United St~tè~has been; " ,',".. ' ','"", '.. "',' __","','" "I
granted th~ authority to d~iil with unusua)allcf extr¡iordinary threats tqtiie natiortal '

secu\jty,foreignpolicyorecono,ly ofthe LJnitydStates, where such an JtiJsl1arknd" .

extraornjnary tleat tias its source in whole, òtiri substantial part, outsidè thetJÎi;ièd ~:,: :,'d::,,:~, '.,

States. , ,'" "
5. On May 6, 1295, President ClintonissuedE,xecutive Order 12959,pursuaiinti
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lEEP A, prohibiting, inter alia, the exportl and re-export of certain items of United

States origin to Iran. On August 19, 1997, President Clinton issued Executive Order

13059, pursuant to lEEP A, to clarifY the provisions of Executive Order 12959 and to

consolidate prior Executive Orders pertaining to prohibited transactions with Iran.

Under lEEP A, a trade embargo against Iran has continued to. the present.

ti. The United States Departent of Treasury, Offce of Foreign Assets Control

("OFAC'') issuedthe1tanianTransactions Regulations ("I'R"), Title 31, Code of

Federa)Regu1atiop.s,Pai560, whiçn impose restrctions on tra.cie with 1ra.n, " Uiidèr'

tl-tillR, unlessotherwise ptitmitted by law,the"exporlafion, te:'ëxp6'ra.tioii,i~le, ,, ..,','. .-...., ..,,';,' ,.""."..", "'"., ,,' ", "",', ""..,' ',.','
Sllppl.y, or transshipment, directly qrindirectly by aUl1ited States person, of any

.,:.

gqo.ds, teçhnology, or services to Iran is prohibited.

,7. The3KeyMaster softare is technology subject to. the 11'R and could iio.fbeexported

...'.

ortranssh,ipped to.lranwithont fitst o.btairling autho.rizationfroÍl OFAC.

8. ' MnhaiÌadAlavi hacin9tbeen,isslledau,tlio.rIzationfroÍlOFÁCto export, re~export

or;transshipthti 3Key1yaster softatefrorn thetJnitedStates to Iran.

9. The Pa)q Verde Nuslear(JelieratingStation (P,YGS)uses acomplèxsiinulafÓr

system.to traii:/emplqyetisonthe 'OperatÌon ofit,s. nuclear n~acto¡'s.PVNGS's

Title 15 of the Code of Federal Regt¡lationsrelatesto Trade and Commerce. 
15C.F,R. §

7721prpvides definitions as they relate to ,tqe Expqrtation Admini~tration Itegulations (E¡\R) and
states.that "exportme,ansan actua)ship¡¡entot trans¡¡ission of items out of the United States. " (See
also§ 734.2(b) ofthe EAR.) , ' , ,

2
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Simulation Support Group (SSG) is responsible for maintaining, updating, and

configuring the simulator system. The simulator system is capable of reproducing the

current reactor status. An operator can artificially create various incidents to train

ernployees on the proper procedures to follow. The system contains detailed

information on thereactor control rooms as well as maps, drawings, schematics, and

designs ofPVNGS.

10. The simulator control system is made up of various softare and hardware products

WhiC,nfeedi;4irne,ançl()roptator pontrolled-datajntothe main simiilåtols()ftåre

ca,11eq3 KeYl\aater. 3 Keyl\astet Îs9\\riedand.litens.ed by WestÙhServi2es
- ,,' . ,,,.-..,,,,,,, ',.'-., ":', " "::-""''':'' "':", :',,' .":':':,.,",':..:,'"..:,,',,'..,,.' , ,,-'..":','..,..:'::',":::'.-:::',,:..,,','.:

Corporation located in Frederick, Maryland. PVNGS has been using the 3 KeýMåster

product since the Springof2006.

11. IU9,der to insta!Hhe 3 KeyMaster softWareontoa.compüter atPVNGSthefollowing ,

stepsneeçl to bel performed: A,PVNGSemp1oyeertiist start an installation process
, ", " """, ",', , " "',' .,' ,...., , , "",,

, on, a.computerthatisPliysica.IIY locate,deitherqlioroffthePVNGS site. Durin.g the

. itistallationprocess, 3 ¡KeyMa.sterdisplaysan ALith,orizationCode on the s~r¿eh/'fhe

Authorization Code is a,nnmberpalculated from a cornbination Of the curte'rfdate

stap:paJ'd 'C'driye serialnumber ofthe .ÎI1stå\latiprrma.eliine. ' . The usetrnüsiÜibi

logc)l1t()\Vestem Services' protected .website;with his/her unique iisethaiÜeancl

password.Ol1celogin to the website is suctessful,the user enterS the ÅuthbtiiatiO¡1.. .,,' ,.. ,,' ,.." , '
, Code; thenaineÓfthe person registerÙig ,the $of!vare, a descripti onoftheèomptter. ,. " , ,. .'"

on which.theinstallationisbeing ,conduêted,and other general infoiTáti6riiniiia .. --,' --'-,',-- --" ,...,' , ...- .

3



()
,r-""

( )-.,!

form. If the Authorization Code is valid, a Registration Key is generated by Western

Services. The user must then record and, reenter the Registration Key into the 3

KeyMaster installation process to unlock the software for use under the terms of the

license. An Authorization Code is valid and can only be used to obtain a Registration

Key for a maximum of 24 hours.. Thtrefore,a person must initiate and finish the

installationprocess within 24 hours tooptainfill access to the software program.

12. The softare registration form on Western Services websitedefaults to "Charlie

. ,..' Qliyer".as, thy niut qf tntpersonr~gisteringthesoftaré. ., Charlie Oliver is arl ssG.

" emplaYlieatl"VNGS.tliatdoe,sthemajority'of sofiatëinstallåtions. All.su.ctes~fui

.".logins.to W esternStrvices prote,Ctédwebsite andall succéssfil.softWárerêgisträtioìi~

are logged by Western Services.

13. Mohamad .Aavi, aka l\o Alavi, is,anlraìiian born. D.S: Naturalized Citizen. Alavi

\yasnom inIehran, IrawHëentere,d thepnitedStates aii 
or aboiit August ,1976. He

hasWorkedintneSSQatPVNGS' sinceapprokirhately '1989." A1avlisa'sÒftwate

engi).t,eralfdhas,jn-depth,.k.ow:ledge.ofPvNGS's silll1låtorsystein.

14, Onqr aboiit li.ne2006,i\aviaske,d SSGsoftareengineerCharIie Oli\!etfåpfovicle

him \Vith, a recqrnen,da,tio!1onwhatpersoIlkLlaptop Alavi 
should ptichase. '. OliVer'

., ,.re,con:irende,cl a.Pe 1I1apt(Ypthatnacl enóiighcoIlPJJtingpowertorun'th~3iÒ~yl'áster"
" "

software,. Qliverwas sÜrprisedat this request since Alavi hád neveibeen'sÙn~ìth

',a personaUaptop at.PMNGS before. and OliVer did 110tbdieveAlavi had ever owned

one, Quorabp)Jtlate)'ine 209.6, Alavi l)enti()nedtq.,ÓIi\!er that :hehád piircliåsèàa t

4
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laptop.

15. On . January 17, 2007, I reviewed credit card statements received pursuant to a federal

grand jury subpoena from MBNA America Bank, Wilmington, Delaware, and

determined that on June 7, 2006 account holder M. Alavi charged $1,490.23 on his

MBNA Visa Platiriumcredit carMor a purchase from Dell Marketirtg. Based on my .

training and experience, your affiant krowsthatDell Marketing isirt the businéss of

selling computers and thatthe purchase amount is consistent with the price of laptop

computei:.

19' .,' ..,. QnOraroundt1t:first~eek: in June200§;Alavirequested heb¿given'aêces~gth~'"
, ",'" . ' , "dO",-.",

WesternSetyices;\yebsit(i.OnoraboutJuÌle, 5,'20Ò6, Western .Servi8es réceiv~d~i

request from PVNGSemployee Wiliam Hendricsen to add Alavi to the lÍst of

authorizeci l:VNGSemPloyees who canaccess andregistersofuare from théWéstern

Si;rvices, We1:s.ite. '.,' A. us'll' name was. created and Alavi was assign~d à êórnpllter

geJ1eratedpasswt¡rd.. dwgsternServicesreêotds show that onoraborttJun¿ .5;2()Ö6; "

M.avi'su.ser name andCP1lputergeneråÜ:d'.passwordwere. used to' Ìogin tótle .

yiesterr.Seryiçé~w'lbsit and.,ch¡ingetheçbrn¡mtergenéråt¿dpassword to a User

~pecified password.

On or about mid July 2006, Alavi asked Oliver hòw to register 'the 3 KeyMaster

'softare. Olivérshowed Alavi the steps to take on Wéstern Services' ",ebsIt¿

o1:t~ii: ¡i registration.key, qliverbélievecitiiiswasfor'lalidPVNGS business reå:sdns.

...18, ..WesteTn,$eryices,ntJ:0rkrecQrdS Sb.w¥iJ~vi!~ušer'.nárieárîdpasswotc.\vef~li~~d ,0.,.

5
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to successfully logon to the Western Services protected customer web site and

sucëessfullydownload 3 KeyMaster software registration keys on July 18,2006 and

July 19, 2006.

19. Western Serviçes records show that the Internet Protocol (lP) Address used to

download registration ,keys on July 18, 2006 and July 19, 2006 were from IP

Addresses nonnally used by PYNOS. On1:oth(iates, the registiatioiiiiiforratìon:

. fíled.outby the user stated the person perforringthe registration was "Mo Alavi.'i

Thecomputers on which the softare was installed were identified by the USer as

"Moyc"and "Admin" respectívely. ' PVNGS has advised that these registrations

, were not authorized ,byPVNGS and the softare .programs were IiotiIistalledon

PYNGS authorized computers;

20. 011 a Monday,.either July 17, 2006 or July 24,:2006,SSG.einployeêMå.jidSalia,

observedAIavi~orking ,ona 'laptop inside .P\TGS!s simulatorarei.. ....th~,la, pt6p. ,'," --,:,' """,' ",', ,',
, screen was, showing the çommand,view diagram from the 3 KeyMastersoftare:

.Sall,a statea to,Alayithatit ~a~ g()oqhefi11llyboughtå laptop sohecuÜldi1së tlièi

neWWinaOjVssoftwareathomt:. Alavi respoirded, "Yes!'

2 i; OnoriiboutJuIY27, 2006, Alayi resigned:fomPYNGS. HOWeVer, Alivi\iétlJålly

. i ,.l()lqhis,supervisor .approximate,. IY tWo AVe.eks before that date thai héwiÌsgoIigtô ( .,, '..'.,,': ''''',,'. ' \ ' , ,
. )eavt). Alayi'sJast,dayatPVNGS was âpproximatelyAllgtst'.14,2Ö06.AIa,\fi's"

6
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used to successfully logon to the Western Services protected customer web site and,

súccessfilly download a 3 KeyMaster software registration key on October 10,2006.

No one from PVNGS had informed Western Services that Alavi had resigned nor was

Western Services instrcted by PVNGS to remove Alavi's user name and password

fiom its registration website.

23 The IPAddressused to download the registration key On October 10, 2006 
Was

logged as 84.47.215.172 The softare registration information filled ol.t by the user

stattidt!:lipersonptrfonnÌl1gthe.registratiotiwas l'êhar1ieoHv'er.¡'The c6niputiii'öri '

which. the ..softare was, installed. was identífed by the'usèr ¡ts '''Adrrin.'''' ."Châ'i1ìé',..,..".','". ',',,' ',.. ," -", "."', ',,',... ' ,"... '..,..',.. , ',' '.- , .-'., .- ,
Qliverdel1iesfi1ing out a software registrationfoI'ofcönduètìngal1itistaÙ6f3' .,,"

KeyMasteron October 10, 2006. Oliver also states that the default registration name

is "Charlie Oliver."Thti person who registeredthe3KeyMast~r softare on October

,iÒ, 2906 
had to retye ,the defanItname andrèplace the initialcåps withlÒwércase

)etters. PVNGShas advised tIi.attiisregistrationwasn6t auth6riiedbYI'VNGSaÎìèt

.' tnes()ftare~asl1()t instàlled o.aPVNGS.at,ithorizedcompi.ter. . Tlïerefor6, ¡;ã.~;;ir".' '

oii my investigation", apersonwauld havet() be. in possession ôf the' 3 KeyN1ištgr

.,.s,()fta,Teimdptirfcmning an Îii.stallation of the softwarçü'i O¿t6ber., 1 0,2006to6btaiir'

,a .valìdT(Jgistrationkey.

24, '. AnJP Address ''Whois'searchfor84.47.215.i72shówedthisIPÅddresfi~ re'gišt~fed

to Morva, ISPand,is. located in Ieiiran;Iral1. Morva .iS:P's address is No.' 4, Mitra

':ro~tlr,Ka;vosifatStrett,Beheshti Ave.,. Tehi'an, Iran: '

7
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25. Alavi told several people, including his fellow SSG employees and his apartment

landlord, that after he left PVNGS he was going to visit Iran for a few weeks and then

return and look for a new job in the United States. Department of-Homeland Security,

Immigration and Customs Enforcement records show Alavi and his wife left the

United States on August 16,,2006 on Lufthansa flght 451, departing Los Angeles

International' Airport.

26;. On Januar 3; 2007, !reviewed tecordsrecèivedpursuantto a fedêtalgrard jury

subpoena fioi:the Airlines Reporting Corporation and determined that onAugust 9,. "'"'' ' ',' , ,,' " ' '. .
2006, Mohammad Alavi purchased an airlhie ticket from Lufthansa Airlines fot a"

, . flght leaving from Los Angeles InternàtionaL Airport (LAX)' on August 16, 2006 at'

6:40p.m. to Frankfurt, Germany, and a conriecting.flight from Frankfurt leaving at

.6:00a.rn; on August 17, 2006 to Tehran, Iran. Theticket was purchasédwith Alavi's

, Chase credit card. A review of Alavi's MBNAVisaPlatinumandChàséèiêdit catd,'.,;,:,:"..,',."....,..,"',' :": .." '.'-"",,' ",' ,..,..'.., ','....,...' ","";'.',":.,."'--" ' ,.. '. ,,' , , '.

. ,state).ltntatlo1JghNoyemlier;¡00~,revealtliatJioot4eÌ'airlinetièketsweteputcha'sed '....

with these accoi.nts.

27. . QnMarpl1 1,2007, IreviewedElan!ofAniericacheckingaccount recörds foràC6ount .

',holder l\Oliallad RAlavir,c,eiv¡;d pursuanttg,Federa1 Grand)Ùrysì1bpoeriil. r.', : ,'...." ".,:' ' ,'. '.
'OPseryeil,thatt\:er,ewas check cashinganddèposit activity ata. Bafi of Arretìêa"

lirançh. iiitheLos Ange1es, Calìfomia areaduting the period ofSéptefubêf14; 2Ó06;

thrqiighPecemtier 18,.2006. .I ,alsoobsetveçlATM/Debit activity in' thePhóenix,

','. .; A.Óz;ona areaon j\qVeintierJ3apdlA; 20Q6/Howevet,ÓnMàichl,'2ÓÓ7;Sp'bcfaf'
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Agent Ryan Marvich, Ù .S. lnuigrationsand CustomsEnforcement (ICE) conducted

another check of the u.s. lnuigrationand .Customs Enforcement (ICE) records.

Those records do not show that Alavi has reentered the United States since his

departre in August 2006.

28. On January 22, 2007, SpeciaL Agent Ryan Marvich of the U.S. lnuigration and

CustomsEnforcement (ICE), provided the results, ofa.license history check from the

. Office of Foreign Assets Coritrol(OF AC)for MoliammadAlavi. The liàirtšehistory

sh()wedno OFACH~el,Sflsn¡lye everj)eenissuen to Alavi,

?9. Donald Utley, ,Ü)rporate Coiinsel and Dire.ctorof Contracts, Western Services'),':,":':" ;,' ,. ,..':',',....,'....,.....,',,',...-.-;,,' ',.., --:,',':' ," ,,' ",'" .-'.',", ".." ' "".

çorponltion,adyisedth~tthe3Keymastgrs.ótWare;...qevelQ¡:ed' iJc!ö\Vedby

Western Services, is copy¡ghted. The softare is also protected as aTegistered trade

mark with. the Uniteq States 
Ratent Offce under the name 3 Key Softare. The

s, .,o,ftware i.s not a, vaila, bletothe. .Piiblic." Westero, Serviceskee.ps thesofta.re and", ' ", """':', ',,',..' ',', ',' , .- '--", ' , , ,
s?fta\ecOde.s~cr~tby resti;isti,ngthe.nse grits S()ftware by paid Ii¡;enseesandby. ,"

Oi:IIl,e registrations of each installation.

.;' 30. ,Westerr, ServicesCierivese¡;OI1()l)ic. benefit frOm' 3,; ReyMastersofuarelhrough

Services also. obtains sup,stantia.1 inc.oineJromprofessional service 
fees' associated' ..:.. ':-",,:.-,,' 'c,:.....,,', ",;:":,'.-':..-":.."':.-",,,' :','-"." i'-",' '...... '.,.."" ''''. ,"';__','. ,,', ..,..', ", ", , "" .

,..,licens,.y fees., Sincy, the.softamIS. Ilotaya.itably.tt¡tlie. geut.ral public,Western"."", ". ....,....,..':..'. .-', ,,' ,'...',' ",' ',.. , " ..-' ..",,-
with.eacli license. ßrofessional servìce fees, are aCGrUedby. customizing thesoftwåte' '..

, ,.,. ,"..', ,..',-' ,',' ,. "","', ','.. '" '" ',' .-'....,1

for each instaUation site.W estel1 Services d¡;rives ;furtherincome frbfucòntiriuing

.mai.lltei:a!1C~ a!1dsupportfeescOlleCtecJ?ri.;a'y~arlyd?asis;,Owìiership.' ofthesÓfÍ\a.rec,

9
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remains with Western Services.

31. Based on the foregoing information, there is probable cause to believe that between

July 18, 2006, and October 10, 2006 in the Distrct of Arizona and elsewhere,

Mohammad Reza Alavi, did willfully export and cause to be exported, from the

United States to Iran, 3 KeyMaster softare, without having first obtained the

required authorizaticin from the Secretaryofthe Treasury, in violation of îitJeS6,

"United States Code, Sections 1701- i 705 the International Emergency Economic

:£owers ACt. your Affiant reguests th¡¡ acrimirtal comj:lairttbe ai.t1ui:tedård

,.,.. -warrantbeissue:d fOtMoharrad R.ezåA.la"\i's afesf.

/:it:CJ'~:l
Special Agent, Federal Bureau of Investigation

Subsc,rib,.,e..d,a"rtdswa,m t,o,b,efore" m, ~ this ýJ:day of March, 2007:

~.......¿;..." .',.,.,..".',...'"',.,'..,..,'.'(),.".,.",..,."..., 

,',.'....'

,- ' .. ,',,", ',""': .."', ' , ,'" :',,','" '", " ,
" '., ,,' .-C..,........','........,.,.., ,~.', .

.~ dnùtak LiWt,n,CO An",,n
UhitèdStatès Magistrate Judge
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