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Unlted States DlStI‘lCt Court

District of Arlzona

WARRANT FOR ARREST

_ UNITED STATES OF AMERICA
V.

MOHAMMAD REZAALAVE ~ S CASE_ NUMB;H: O77-207 Lfm

To: The United States Marshal
and. any Authonzed United ‘States- Oﬁtcer

YOU ARE HEREBY COMMANDEDtoarret IVIOHAM MAD REZA ALAVI®

CName

and bring h;m ar her forthwrth o the nearest magistrate fo answer a{n) S

N ]lndxctmem[ }infermanon [ ] Compiam’t[ ]Order of Courti }V&oia’uon Notu:e [ ] ?éﬁbéﬁon Vibié{idn Petition
) chargmg him or her wsth {prief desmpnomfuffansa) | '

7 exported and. caused to, be expo;ted -from the United. States to Eran 3 KeyMaster s.oftware. .
; wsthout havmg f[rst obtamed the requnred authonzatlon from the Secretary of Treasury

in \(Wlotatron of Title - 50 Umted States Code, Sect&on(s)
13059 and Trtle 39 Code of Fecieral Rea_anqns Part 560

Umted States Mag!strate Judge
thleofissumg Dfﬁ ere f; :

‘LawrenceO Anderson Y ST =
SN '_:‘flssumg OffIC R

: /»i tL/ dih AmnnSEEO Phosnx Anzona 'Februam v, 2007
Slgnature of [ssumg Off[cer ( 7 A A ‘Date and chatlon

' - Ball fixed at §

. This wiarfarit Wwas received and-executed with the arrest of the above-named defendant at;

+| DateRecaived |

Dateofrest |0




| _Umted States of Amenca ;7'. o 3 Ne 07 3074M

Defendant

T ) V. '. .' (Flled Under Seal)
Mohammad Reza Alaw e EEECREER

AGENT:

UNITED STATES DISTRICT COURT
= DISTRICT OF ARIZONA

ORDERTO SEAL

. DATED this

s Bﬁséﬁﬁﬁ?ﬁthe Motion of theU“ltedStafeSof Amemaand the accompanymg Afﬁdavu [

Fd80nL R, _‘;ammack accompanymg the Motmn to Seal are hereby sealed untﬂ
. _-orderofthls Court P PG ‘ P Ly

Wﬂ

':.\Mono to:,_SeaI and the i davxtof‘SI.)ecxal
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I Umted States of Amenca, . s N007-3074M SO

Mohammad Reza Alav1

: "f_.thls ‘Court based en the. reasons stated n: the attached Afﬁdav1t for an Order sealm0 the
; ?:Amended Cnmmal Complamt 1ssued by th1s Court on March 8 2007 mcludmg the aftache d
_r_ﬁl;Amended Statement of. Pmbable Cause, for the reasonsstated he att 1 ‘_
:-':,:Unders1gned counsel aIso requests that the t}:us Motxon to’ Seal and the; attached Aff davxt o
i sealed until further otder of the Court:‘_‘:_' R LR R e A

(o]

DANIEL G. KNAUSS
United States Attorney
District of Arizona

DAVID A. PIMSNER

Assistant U:S, Attorney

Two Renaissance Square -

40 N. Central Avenue, Suite 1200
Phoenix, Arizona 850 044408

" Arizona State Bar No. 007480"
Telephone (602) 514- 7500 -
david, pxmsner nsdoj.gov

UNITED STATES DISTRICT COURT
. DISTRICT OF ARIZONA cor

Plamtlff
MOTION TO SEAL

w (FII : d__Under Seal)

Defendant

The Umted States of Amenca by and through underS1gned counsei respectﬁ;ﬂy moves

- Respectfully submitted this /-

.. DA I,ELG KNAUSS |
.- - Unijed Stateg Attorney
”'_lctofAr" R

L Assm‘cantU S. Attomey '
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“ : of: Probable Cause is made pubhc at thrs trme Ibeheve that the contmumg mvestrgatmn could
| iz '.;be comprorised:” | s e i omd ]
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-ability of Iaw enforcement agents to effectuate an arrest

AFFIDAVIT

STATE OF ARIZONA )
- 55.

County of Mancopa

Tason R Cammack bemg ﬁrst duly swom upon his oath deposes and says:

1. Thatl ama Spectal Agent Wlth the Federal Bureau of Investrgatron assrgned o’ the |

: IHVCSUgaUOH being COHduoted in relation to Mohammad Reza Alavr B

2. That on this date 1 have Submrtted an Amended Statement of Probable Cause mn -

: gwarrant m cormectron wrth the mvestrgatlon whrchI am currentlyff% ;nductmg R

3 T hat 1f the Amended Crnmnal Comp_ : nt mcludmg the attached Amended Statement B

LA That the target of the mvestrgatron Mohammw Reza Alavr is ‘oeheved to be out of N
the country but he is expected fo retum o, the Unrted States . . :
SR F That 1f the Amended Cnmmai Complamt mc}udmg the attached Amended |

_ re;-_

R 6 Further Your. afﬁant sayeth not

f]pegra--a-'gen ason R, Cammack.
~Federal Bureau of Investrgatzon

Umted States Magrstrate ludge £

support of an Amended. Cnmmal Complamt to’ th1s Court askmg for the 1ssuance of an arrest R

Ibeheve thatrtwould .-’..mpl‘Omrse the




UNITE_ESTA TES DIS TRICT Cco Uqu n ENT

DISTRICT or ARIZONA

. UNITE_DSTATES OFAME_MGA-__- ~ AMENDED
- V. O A CRIMINAL COMPLAINT
- MOHAMMAD REZA ALAVI CASE NUMBER 07-3074M L Ny

(Currem: address unknown)
KR :Name and An‘a‘re:s af Dgfmiam) .

) o I the unders1gned complamant bemg duly sworn state the follcwmg is true and correct to the best of my e

iiknowledge and behef On or betw er Jul 18 "'2006 and Octcbcr =10 2006 in the sttnct of Anzona and SE N

o 'knowmgly and"c; '

o f—.',‘elsewhere,z the defendant MO“_T M ‘111fu11l}? exPertcd and caused to be

-' expcrted ‘ from the Umted States to Iran 3 KeyMaster software w1thout havmg ﬁrst obtamed the requxred'}'
- f_authonzatlon from the Secretary of the Treasury as ‘_ S _' -

i o In v1olat10n of Tltle 50, Umted States Code Sectzons 1702 and 1705 Execuuve Order Nos 1295 9

, : and 13059 and Tltie 31, Code of Federal Regu]atlcns Part 560 |

I further state that I am a: Speczal Agent w1th ‘the"Federal Bureau of Invesugatxon and that [hlS complamt

B :-.IS based on the followmg facts

See Attached Amended Statement of Probable Cause e

Continued on t}}e__att,ached_ sheet ‘_,and_m_ade a par ..hereof: | \\?FYes C ONe R

S Slgna.r{re .of Cen;;p]axnant

JasonR Cammack
Name ochmplamam B

. _Sworn o before me and subsenbed in my presence
gl of @ﬂ S

at- Phiognix, Arizof. e R

ey 2l Stite _ ”

Lawrence O. Anderson
 United States Magistrate Judge
“Hiae £ Tive of dicit Officer B

' ‘S'Agnarure cf Jud:c1al Ofﬁ:.er ,
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AMENDED STATEMENT OF PROBABLE CAUSE
I J ason R. Cammack, Special Agent with the Federal Bureau of Investrgatton (FBI)
' bemg duly sworn, do depose and state:
l I am currently 3851gned to the Phoenix Dmsron of the F BI and have been ernployed
_as a. Specral Agent for 2 ‘/2 years C I | have been a331gned to the forelgn:.' |
connterrntelltgence squad for the entire 2 Y years of employment One of my' 8

. 1nvest1gat1ve responsrbrhtres is technology transfers to foretgn governments_‘ P

006 I have been mvolved m a technology transfer rnvestrgatron
.jj_-rnttrated .b= . he BI mvolvmg Moharmnad Reza Alavr (DOB June 11 1957),‘ atl.
R uralized C]IIZGH ‘formerly restdtng n .Phoemx”Anzona o
3 I make thrs at’ﬁdawt in support of thie Governrnent‘s complamt agarnst Mohammad:

.. o AIav1 for a vrelatron of Tltle 50 Umted States Code Secttons 1701 1705 the e

B .Intematlonal Emergency Econom1c Powers Act (IEEPA)

| .,:.: 4. Under the Internatronal Emergcncy Econormc Powers Act (“IEEPA”) Trtle 50 y

B § Unlted States Code Sectlons 1701- 1705 theiPreSIdent of the Unrted States has been e
., granted the authonty to deal Wlth unusual and extraordmary threats to the natlonal : e

| securlty forergn polrcy or economy of the Umted States where such an unusual and'{""' e

e extraordmary threat has its souree in whole or rn substantlal part outsrde the
' States

5. OnMay 6, 1995, President Clinton-issued Executive Order 12959, pursvant to -




oy 2
| IEEPA, prohibitin.g, inter alia, the export' and re-export of certain items of United.
States origin to Iran.l On Aﬁghst 19, 1997, President Clinton issued Executive Ordet '
13059, gm'suant_to IEEPA. fo c.lar'i_fy the provisions of Executive Order 12959 and to
- ooﬁéo]idate prior .E.xecutive'Orders pertaini_ng to 'p'rohib.ite‘d-transa’etioﬁs with Tran.
_ _-U;tder IEEPA, a_'_trad_e:etr;tbargo against Ita_r_x- has _cont_inued to the oreeent.

6. .. . The -United -States Department of Treasury, Office of-'-Foteign Assete Control

: _ (“OFAC”) 1ssued the Iraman Transaotlons Regulatlons (“ITR”) Tltie 31 Code of o

s t-z‘.-tFederal Regulatxons Part 560 whlch lmpose restncttons on trade thh Iran Under‘r-ﬁ:"‘:;'"""‘: R

o .,;;'.,.-_':the ITR unless otherw1se perm1tted by law the exportatlon Tel exportatlon sale

e I'_::'""‘_f_fsupply, or transsh1pment dlrectly or. 1nd1rect]y by a Unlted States person of any' RE R

o ‘;:goods technology, or services to Iran i is prohlblted

A N | _:_-The 3 KeyMaster software is technolo gy sub;ect to- the TR and could Hotbe exported' ‘

. ortransshipped to 'Ir_a.n;thhm:l.tf.ﬁrst.Obt%mmg authorization from OFAC.

8. Mohammad Alavi had not been issued authorization from OFAC to export, ré-export ~

 -or transship the 3 KeyMaster software from the United States to Tran,

9. The Palo Verde Nuclear Generating Station (PVNGS) uses a complex. simulator

... System. fo.train ‘employees -on the operation: of its niuclear: reactors”” PVNGSs -+ © 7

i

Title 15 of the. Code of Federal Regulattons relates to Trade and Commerce 15 C E. R §

.772.1.provides definitions as: they rélate to the Exportatwn Administration Regulattons (EAR) and - . f__".‘ :

" statesthat “‘export means.4an actua} shipment’ or transmtsslon of Items out of the Umted States i (See ST T

-, also § 734.2(b) of the EAR)



O O

‘Simulation Support _Group_‘ (S5G) is responsible for maintaining, ‘updating, and

configuring the simulator system. The simulator system is capable of rEproduéing the

current reactor status. An operator.can artificially create various incidents to train
'employee's'on the proper procedures to follow. The _system. contains detailed '

-_mfonnatmn on the reactor control rooms as: Wcll as maps, drawmgs schematxcs and h

designs ofPVNGS

10,

1.
 stepsnoed to be performed: A PVNGS employee must stirt an installation process

I :_ on EL..gomppt;épthfc}t;i_Sr_I?.l?yr':.sijﬁaf.ll-yrsloc.ate,,d_eithef’:_oft‘_i-qu offthePVNGS SlteDangthG ERE

. Authorization Code is.a number calculated fiom a combination of the currénf date T

- The_ simulator chtrol; Sy'stem is médé uﬁdf various .',s'oftWare and hardwareproducts o
" which foed run-time andor operator controlled data into the hain shmilatorsoftware.
}'.c_aned_,é J_KeyMas'te'r‘.-:. 3 .-KéyMastei is',i.-.oWﬁéd;'--a:ridi'-_i-ic:.:éhs'eci....by : WestemServwes B R

o Corporatxon located in Fredenck Maryland PVNGS has been using the 3 KeyMaster; B

‘ product since the Sprmg of 2006 |

_.In__qude_rtp_installzthe‘B_KeyMastersoftwaré"e‘nto--a'ccimp.utépat'PVNG‘Sitlié"fc'illaiﬁng N

‘installation process; 3 KeyMaster displaysan Authorization Code on thescreen. The "

. stamp and 'C' drive. serial number of the installation machine. - The user musf then =~ =
- 1_ogc_31_1,,t,o Western. Services' prgte¢ted ‘w_eb,;sité‘:_With H‘i-s'/hér unique user name and
password Onee. logm to.the website is. successful the user enters the Authonzatloﬂ SRR

e -Code the name of the person reg;stermg the software a deSCTIpUOI‘l of the computer S B

on Whlc_h _-thc ;,mstal_,!@tgl.on is ;bg:u}g fq.gll_du_éfed,i?ﬁd rqt_h’le; ' gen’eral" infonﬁatioﬁ"‘i'n'to PR

3
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- .. Oliver" asthe name of the perso'h _régi‘ster-‘.iﬁgf-the{ software, Charlie O‘l‘i'\}er_\i"s"aﬁ3 858G

e _‘;,_.;‘:iogms to Western Servwes proteeted websrce and all successful seftware reglstratlons"’
13

T engmeer and hasin- depth knowledge of PVNGS' s 31mu1ator system

. himwith a recommendation.on what personl laptop Ala¥i should purchasé, Gliver ©

oo G

form. Ifthe Authorization Code is valid, a Registration Key is generated by'Westem R

Services. The user must then record and. reenter the Registration Key into the 3

' KeSfMastef_instaH'aﬁen precess to u_hl_o.ck the eeftWare for use endef the terms of the
__license,' Ae-.Authoriiation Code is valid a_nd. can only be used to obtain a Regfstration

- Key f,or'a fnaximuxﬁ of 24 _hours._'Therefmﬁe,-_a; pers'.on must initiate and ﬁnish ‘.th‘e‘ e |
S inst'allation.proee.se Within'_-24,_heufs- to @btaii}.{.fei_l-: acCes-s'to th_e' software _prog.ra'in.._ '

_'.The'-seftWare- registr-ation- form on Western Services Website"ﬂefaulté‘ to ‘!‘Cﬁ'a'r_lhie I

: are,logged by We_stem Services. .

Mohammad Alavi, aka Mo Alavi, is an Iratiian bom U.S: Naturalized C‘iﬁze‘ri. “Alavi

Onor ;;1_b01.‘1‘t_11111'1_§:;2_00._6,zﬁllavx-;.askeld S‘_S_G;;s‘oftwarie engmeerCha‘;rhe Ohver‘fe.ij'ief;?ide*f R

. :software.- Oliver-was ,su-rpri;sed-.at.th:is--r'e:qijes;-t's‘-in‘c'e3‘-A"Ia\'ii -ﬁad‘ never’bééﬁ'g‘eén with™

' _f a personal laptop at PVNGS before and Ohver dld not beheve Alavi had ever owned B

4

T i gt

L ;':-:-emPIOyee at PVNGS that:does: the maJOrlty of software mstallauens Al suecessful’f B

_Wa_sr..bom .in-Tehran Iran;.,,He'_ enfefedzthe_Urﬁ{ed'_StateS 'ofmf about August1976 He S L

;has worked in‘the. SSG at PVNGS smce appronmately 1989 Alaviiga soﬁware

. f.: . One.,. On or abeut Tate: June 2006, Alaw mentioned to; Ohver fhat he had purchased gl
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o

laptop.

On- January 1_7, 2007, Lreviewed credit card statements received pursuant to a federal -

- grand jury subpoena from MBNA Amé‘rica'B'ank, Wilmingtdn, Delaware, and

- MBNA Visa.Pia:tinum_gredit card for a purchase from Dell Marketing. B'as'ed'on my - o

- training and experience, your affiant knows that Dell Marketing is in the business of =~ "

 determined that on June 7, 2006 account holder M. Alavi charged $1,490.23 on his

- selling computers and that the purchase amount is consistent with the price of laptop

. computer, *

o160

... Western Services website. :On-or about June 5, 2006, Western Services receiveda” =

. _aﬁth,orized BVNGS‘gmployees who can;iCCi_-_ess_-and'fregi's'ter'soffware from theWestern S
| Services website; A user name was created and Alavi was assigned a computer 0«
ey .-génﬁraté@i--p-as.éw@?rd.x=Westem.sﬁefvices :'?éﬁbﬁds show that it of sbout Tuné 5.006,
. :;Mévi':sﬁ user.name. an_d_.'égrﬁputer-.-genfe'r{até'd'}jjaééﬁiﬁégd.';ir'\fére' usedto i’o‘gi’n fo'the T

e W estemServxceswebsue and change the ‘computer generatedpassword to A ke e

request from PVNGS employee William Hendricsen to add Alavi to the list of =~~~

- specified p‘a:s.fsmrfd-' e

. - software.. Oliver showed Alavi the steps to'take om Western Services' website o'~

- obtain ar_¢gi‘st417afij_c..’.{1§kgy.-7'Qliver,_bbl_iev?d_Ihis‘“wars‘for‘yalidPVNGS businessreasons. ¢ 0

.On:or_about. mid: July 2006, Alavi asked Oliver how to register'the 3 KeyMaster ™

Western Services nefwork records show Alavi'suser name and password were used. "

5 .

O or around the first week in Jue 2006, Alavi requested he be given access to the
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SR -:.‘E"MO‘ i ,__fe:_

o "';-:,were fnot-authenzed byP

o observed Alaw workmg on:a Iaptop msnde PVNGS‘S 51mu1at0r area.: The laptop RS
i . - SeTeen Was shOng the: command view: dlagram fr@m the '3 KeyMaster software s

B .;Saba stated to Alayi. that itwas good he ﬁnaHy bought a Iaptop so'he could use the"'ﬁ"?’;"f' R

oy @

to successfully logon to the Western Services protected customer web site and

sﬁcéessfully download 3 KeyMaster software registration keys on July 18, 2006 and

Ry 19, 2006.

.'Western_ Services records show that the;Iintemef Protocol (IP) Address used te
I_.j_._,-dqwhlloac:! L-regi:S_‘f_?I’a;f.i.Qn:,keys,_on Jﬁly~-1:8;'.2056"aﬁd July 19, 2006 were from P .:

. Addresses normally used by PVNGS. On both dates, the 'regiseati"oﬁ:iﬁfomﬁ’oa R
' :----ﬁ-Iled' eut-by- the -user.stated'ﬁthe-peréon pe'rforming,the .'regiét'retioﬁ waé: "M'{S Alavi o

L The computers on Wh1ch the software was mstaIIed were 1dent1ﬁed by the user s e

"

'_PVNGS authonzed computers

O“ 2 Monday’ gither J‘ﬂy 17, 2006 or July 24, 2006; SSG employee Majld Sabas o

new Wmdows softwareat home- Alav1 -resporrded "Yeg M

L2l

On or.about. July 27,2006, Alayi re81gned from PVNGS However Alavi verbally L
L ,;e_,‘;_told his, superv1sor apprommately two weeks, before that date that e WAS woing for e
. Jeave. Alavi's last day at PVNGS was '_afpproximate}y‘-Aug_tigt 14, 2006: Alavi's

PVNGSnetWOYkacCeSs was. termin%t@dbn: or ﬁb'out"Au'gqu.,Q 5,_:2'006.':‘- NI

Western: Services rietwork records show Alavi's vser name and'password were again- 7%

6

and “Admm" respectlvely PVNGS has adwsed that these reglstratlons“*"- S R

GS and the software programs “Were ot mstalled on"’ R



i

o o e

e

" used to succes.sfuﬂy logon to the Wester_rt Services protected customer web site and
. successfully downlo_.ada 3 KeyMaster software registration key on.October 1 O,' 2006.
| No one from PVNGS hed inforrned Western Services that AIavt' had resigned hor Wwas

Western Services instructed by PYNGS to__.'r"emove Alavi's user namé and"'passwo'ro N
. from its registration' website-
__The IP Address used to download the. regrstratlon key on October 10 2006 was - W

. .Iogged as 84 47. 215: 172 The software reglstratlon mformatIon ﬁIIed out by theuser

“ G ,stated the person. performmg the reglstratlon was “charhe ohver i The computer onf Sl T

. - 1s"Charlie Ohver " The person: who regxstered the 3 KeyMaster software o October 15

-5 o Tower, Kavosifar:Strect, Behieshti: Ave:, Telifan, Tran: ¢ i £

. KeyMaster on October 10, 2006 Ohver also states that the default registratlon name :'

- avalidregistrationkey. .-

fo Morva ISP and s loated in. Tehran; Iran. . Morv ISP's address is No. 4, Mitra

7

."‘:whtch the software was mstalled was 1dent1ﬁed by the user as "Admm e Charhe T

Q_Ohver denles ﬁlhng out a. software reglstratlon form OF conductmg an mstall ef 3 R

‘ '_;1:0,- 2006, ‘had to retype.-the defau-ltname and:rep’lace the 1n1.tral"caps' With’”lowe'r“c‘a"s'é?' e D
-,;_letters PVNGS has adv1sed that th1s reglstratxon Was not authortzed by PVNGS and

o the software wasnot installed on a PVNGS authorxzed computer Therefore based”?"""g
- .on my. mvestlgatlon a. person Would have-to, be ins possesswn of the 3 KeyMaster e

3 --‘seftware and performmg an mstallat}on of the software on O&tober: lO 2006 o obtalnjf-- i B

- AnIP Address ‘whois! search for §4.47.215.172 showed this IP'Address is registered * ~ "
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i subpoena from: thc A1r11nes Reportmg Corporatton and determmed that on August 9

- flight] leaviug-:froru Los -Ari'gélesIntémétidmuli'-Aifpott::(LAX)"o'n -'Augiis% ?sf‘-‘e-- 20064t

Ry S?aféiu?nﬁS.th?QEg;h-N g_)jy’-;gmbgr--gig_()ﬁéreﬁﬁal\that no Qt:héiffaiﬂiﬁe'tic-kets:-wére-ﬁﬁfé}gﬁg od R

- holder Mohammad RAIaVIrecelved pursuanttoFederal Grand:Jury subpoena I SRS

s _:';f,-observed that there -was check cashing a‘rﬁi*dﬁp(:)sit-' activity ata Bank of AmE‘I'lCa o

« .- Arizona.area'on November.13-and. 14, 2006, However;on March T,5007: Specfal™ =7

’ (—\_\‘ | . . o .(«m}

Alavi told several peaple, including his fellow SSG empIOyees and his apartment

landlord, that after he left PVNGS he was going to _visit Iran for a few weeks and then

return and ook for a new job in the United States. Department of Homeland Security,

Im_igi'ation and Customs Enforcer_hent records show Alavi and his wife left the

Uﬁited States on. August 1 6,,2006- on Lufthansa flight 45__i_-.-departing Los .An_geles o
o _Iutemational'Airport

On January 3, 2007 I rev1ewed records recelved pursuant to a federal grand _]ury C
2006, Mohanm}_ad- _Aiﬂr‘fl,::l?uﬁﬁha.&‘ee;d an, @1T¥1BQ'E¥19k¢t'f‘5fr0m 'LUf‘fhansa"Alrhnes“for“’a'} AR
. 6:40 p.m. to Frankfurt Germany, and a connectlng ﬂlght from Frankfurt Ieavmg at
3 6 OO a. m. on August 17 2006 to Tehran Iran The ncket was purchased WIth Alavi's

Chasssr.-.f%dﬂ C%rd- ‘A"I_'@:V.l"?W of Alavi fsMBNA:MlsarRl&tln-um"-and-‘Chas“efcredit Gard e

. with these accoynts. *

- On March 1,2007, Ireviewed Bank of America checking account records for account™ .

L thI;QUSh _;Dec‘cmbgar' 18,.2006.. 1 ‘also.;obs,_erv.e-d_;Afl?M/Debit a,ctivi:ty" in ‘the Pht‘)‘dﬁi'x; W

B




28.
- _'-Ofﬁce of Forelgn Assets Control (OFAC) for Moharnrnad Alavr The ticense hrstory' ;.'.j BRI

B 29 Donald UtleYa Corporate Counsei and D1reet0r of Contracts Westem Serv10es-.-"-'*""‘?5f;'ﬂif‘f"'-"“"-r‘-l‘f

a _Corporatmn,,:- .;adyls_edfﬁthata ?t_h.ef;:?) : :,Key,ma_sv:er -)s',dff‘ware 'deve:lep‘ed‘= and. ‘omed f-b’y et

S =’hcense fees Smce the software is. not. avallable to the genera] pubhc Westem:i--:-‘:-};-_‘;.,f';r_}"f?‘--é- e

: ‘.._-Serv1ces also obtams substant1a1 income from professional. service: fees-assooiated = ©

Agent Ryan Marvich, U.S. Immigrations and Custorms Enforcement (ICE) conducted

: anether check of the U.S. Innnigratio_n.and Customs Enforcement (ICE) :records.'
) Those records do not show that Aletri- has reentered the United States since his |

departure in August 2006,

On Ianuary 22,2007, Special' Agent RYan Marvie-h of the U. S Immigration and |

s Customs Enforcement (ICE) prov1ded the results ofa: hcense hlstory check from the - =

o showed no OFAC heenses have ever been 1ssued to Aia\n

L Western Servrces 18 copynghted The. software 18 also protected asa reglstered fade
> mark w1th the Umted States Patent Ofﬁce under the narne 3 Key Software The-_' e

o soﬂware is not a,vaﬂable to the pubhc Westem Serv1ces keeps the software andf e e
sofovre °°d“e°“”tby restricting the use ofits software by paid licénsees and by . 1

- _Qpii_ne _regis_trati-o'ns_. of each iQSte_llation.

. wﬂheachhcenseProfesslonalservlce fees are acerued byicustomizing 8 sofiwate” o i s

for each installation site.- Western Services derives further income from continuing' " "7 =

... .. mainfenance and support fees oo llected onayéarly basis;: Ownership of the software

9

Westernc Services rderives .econorhie 'beneﬁt' from 3. KeyMaster software '7't1ir'oughf-'-'?§'




o0

' remains with Western Services,
31, Based on the foregoing information, there is probable cause to believe that between

- July. 18 : 2006 and October 10 2006 in' the District of Arizona and elsewhere

: ._Mohammad Reza Alaw did wxllﬁllly export and cause to be exported from the |
- ‘Umted States to - Iran 3 KeyMaster software W1th0ut havmg first obtained the |

. .rc:qalred -authonzaﬁqn from the__Secrctaryof the__Trea_sury,- in yz_ola’mon of Tltle 50, o
. United States Code, Sections 1701-1705 the Ttermational Emergency Bconomic o

. Powers Act. Your Affiant requests that a criminal coﬁiﬁlain't be authorized and =

;i Warrant be Issued for Mohammad Reza Alaw S arrest

lgcm L Fm«m@i/"é

s Jas 1R, Cammack

- Spemal Agent Federal Bureau of Investlgatlon .

 Subscribed and sworn to before me this j&day of Mach, 2007:

| Honorabie Lawreﬁae O Andérson
Umted States Maglstrate Ju&ge
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